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1. Preface
1.1 Purpose
SecurLogin enterprise user guide includes functions instruction of SecurLogin enterprise administrator user account, and some
enterprise user working flow or operations.
To apply 2FA authentication methods to enterprise users for login to target apps, enterprise administrator has to create desired
target app under Applications, and to integrate the target app with SecurLogin using the application key and secure key from the
created target app of SecurLogin.  

1.2 Terms
2FA: Second Factor Authentication.
Protect an Application: To add 2FA authentication for an application.
Application Key: A key used for generation of signature’s password, and the signature is used when the third-party calls
SecurLogin.  
Secure Key: A key used for generation of signature’s password, and the signature is used when the third-party calls SecurLogin.
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2.  Overview
Today, password alone is no longer sufficient to guard against unauthorized access to companies' network and applications.  To
address this security challenge, SecurLogin offers real time Second Factor Authentication (2FA) service on the Cloud to help
companies to deploy 2FA solution rapidly across their organization to strengthen their login process.
SecurLogin supports multiple 2FA login methods to protect and assure users' digital identity:
1)      Instant authorization login via mobile push notification
2)      One Time Password via SMS/ email
3)      One Time Password via mobile token software
4)      One Time Password via telephone call
5)      One Time Password via hardware token
6)      Facial authentication via mobile devices
Protecting your users and your company's digital assets, SecurLogin is your 2FA login solution.
Function Models

Model Functions
Dashboard Devices Overview
         World Map
         Authentication Log
Polices User Policy
         Network Policy
         Authentication Log
Applications SDK Application
         VPN Application
User Store User Store Management
Users Users
         New User
         Import Users
2FA Devices 2FA Device Management
Groups Group Management
Administrators Administrator Management
Settings General
         Email Templates
Billing Billing Info
         Plan List
         Recharge Balance
         Recharge Record
         Monthly Statement
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3.  Enterprise User Registration & Login
Open a browser and visit the SecurLogin website (English: www.securlogin.com, Chinese: cn.securlogin.com). Click the Login
button that on the top right or next to the mobile image to go to login page.

Enterprise administrator account login page:

Enterprise administrator account registration flow: click the Registration button as shown at above image, fill the required info; the
system will send an activation email to the email address filled by user; user set password, and download a token.

https://www.securlogin.com
https://cn.securlogin.com
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4.  Dashboard
4.1 Devices Overview
Upon successful login, administrator user can view the info relative to enterprise account, such as user quantity, device quantity,
etc.

4.2 Authentication World Map
The successful authentication locations will be displayed on the World Map (within last 24 hours only).

4.3 Authentication Log
Authentication log is for normal users only; and it excludes administrator logs. It includes login time, application name, device
info, 2FA method and result as below. Such log is comprehensive and ready for audit.
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5. Polices
Policies includes different login polices info, such as status. Polices are applied to groups to control the login of group members,
such as available 2FA methods.

Click +Add Policy button, and select Add Blank Policy or Copy Policy; Copy Policy means user need to select a policy from Copy
from existing policy drop down list.

5.1User Policy
User Policy is composed by New User Restriction, User Location Restriction and Time Restriction. User Policy can be used to
determine second authentication for login is needed or not, or deny access.
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5.2 Network Policy
Network Policy determine the network arrange that user can login from by setting up valid IPs.

5.3 Authentication Restrictions-This controls the usage of the 2FA Methods
Authentication Restrictions includes 2FA Method Supported, Push Notification Login via SecurLogin Mobile App, Device Status
Required to Support Push Notification Login and Device Encryption Status Required to Support Push Notification Login. Check
the options below 2FA Method Supported, and client App user can select from the checked methods to complete login to the
app that the policy is applied to. The other 3 settings are about SecurLogin Mobile App push login, and they determine the
SecurLogin Mobile App version, 2FA device OS status and device encryptions status.
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6.  Applications
The Applications display the enterprise applications that integrated with SecurLogin/assigned groups.

Click + Protect an Application as shown above to go to Protect an Application page. User needs to select application type from
API, Radius Protocol Application or Webpage Plug-in, fills required fields, and finally click Save button.

User can click Edit button of desired application to edit info, such as groups that can access this app, and reset secure key.
Different type of application’s edit page various accordingly. User can click the Delete Application at the right upper corner to
delete.
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For Radius Protocol Application, SecurLoginProxy need to be installed at the same time. Refer to: SecurLogin Proxy Deployment
Guide - RADIUS Authentication Proxy Service.
For Radius Protocol Application, both two factor authentications will be applicable when Yes Use 1FA Configurations is checked,
and user account and static password will be the IFA factor; Checked method of 2FA Method will be the only authentication factor
when No Don’t Use IFA Configuration is checked as below.

https://r2d2.i-sprint.com:9443/xwiki/bin/view/Release+Documents/SecurLogin+Proxy+Deployment+Guide+for+v2+EN
https://r2d2.i-sprint.com:9443/xwiki/bin/view/Release+Documents/SecurLogin+Proxy+Deployment+Guide+for+v2+EN
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7. User Store
Enterprise users can manage user store info on User Store, i.e. view, add, edit and delete user store.
For User Store, SecurLoginProxy need to be installed at the same time. Refer to: SecurLogin Proxy Deployment Guide - User
Reconciliation Proxy Service.

User Reconciliation Proxy Service：

• It is a one-way synchronization: it will only be synchronized from the client's user store database to the SecurLogin server.
• When users deleted manually from client's user database, it won't be synchronized up to SecurLogin server
• Users deleted manually from the web portal only affects SecurLogin, no user will be deleted from the client's user store

database that was uploaded from the SecurLogin Proxy. SecurLogin Proxy will only synchronize users to SecurLogin
server that was updated from the client's user store database.

Click +New User Store on the top right corner to display New User Store page, and select the desired User Store Type: AD,
JDBC or LDAP.

Fill in the fields of the selected user store type, and fields with “*” are required. Note: different user store types may include
different fields that need to be filled as below.

https://r2d2.i-sprint.com:9443/xwiki/bin/view/Release+Documents/SecurLogin+Proxy+Deployment+Guide+for+v2+EN
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Click Edit button next to User Attribute Mapping on User to display User Attribute Mapping page. The Attribute pull-down list
includes FirstName, LastName, Email, Phone, etc. Email is required. Fill in Mapped to with desired value.
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Click Edit button next to Group Attribute Mapping on Group to display Group Attribute Mapping page. The Attribute pull-down list
includes GroupId, GroupName, etc. Fill in Mapped to with desired value.

Go to User Store page, click Edit button of desired user store type to display Edit User Store page, and modify required info. Click
Save to complete the operation. Click Delete User Store on the top right corner to delete the current user store.

Edit User Store AD 2 screen captures are as below.
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Edit User Store JDBC 2 screen captures are as below.

Edit User Store LDAP 2 screen captures are as below.
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8. Users
8.1 Users
All enterprise users are listed on Users > Users. Administrators can search users’ info by User Store Name, User ID, Name, etc.
on Search Criteria as below. Click Delete User on the top right corner to delete one or more users’ info of current page. Click
Batch Import User Data to import users, please refer to 8.3 Import User. Click to select one or more users that need to send
enrollment Email, and click Batch Send Enrollment Email to finish sending.

To assign user to desired group, go to Users > Users, check the desired user, and click -Add to Group- as shown below, select
desired group, click Confirm on the prompt message.

Click the Edit button of desired user to go to Edit User page. Then administrator can modify user info (e.g. phone number), or
Send Enrollment Email to user by clicking the button at the right upper corner of page. From the Phone section, administrators
can click +Add Phone or Delete to add or delete users’ phone number. The new added phone number will be Unauthorized, so
user needs to click To be authorized to enroll the phone number according by following the steps from enrollment email. Phone
numbers can be used for 2FA authentication only upon successful enrollment.



 Release Documents - SecurLogin User Guide

 Copyright © 2021, i-Sprint Innovations. All rights reserved. 21

8.2 New User
Clicking Users > New User, or clicking the +New User at the right upper corner of Users page to display New User page.
Administrator can fill user info and click Save to create a user manually.

8.3 Import User
Clicking Users > Import Users to go to Import Users page. Click Download Template, and fill the desired user info, and click
Save. Back to this page, and click Please select… to located filled template file, and click Upload. The system will send
registration email if user checks Send Enrollment Email at the same time next to Upload button. Remark: please create the
group inside SecurLogin, and the fill the created group name on the template. The import will be failed if there no such group in
SecurLogin.
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The import result will display upon running the import task, and it includes successful imported user list, failure list and reason.
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9.  2FA Devices
Administrator can view all enterprise user devices info upon user installed SecurLogin mobile app and download a token, such as
Platform, Model and Security Warnings info.

Click a device ID that has platform, model, and security warning info on Device to view device info.

Click a phone number that does not have platform etc. from Device to view associated users’ info. Click   icon to attach a user,
i.e. assign this phone number for more users to use; users can use the new phone number upon successful enrollment.
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10. Groups
10.1 Groups
Click Groups to view all the groups.

Click the Edit button of desired group to modify the group login policy or delete the group.
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11. Administrators
The Administrators page displays all the enterprise administrator info.

Click the Edit button of desired administrator to modify info or delete it.
To create an administrator, click the + New Administrator at the top right corner, fill the required fields, and click Save finally.
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12. Settings
12.1 General
Administrator can add enterprise logo by Settings > General. Click Please select… button, locate desired logo in PNG format,
and click Open. The logo will display at the top right corner.

12.2 Email Templates
Below the General setting, there are email templates, i.e. Enrollment Email, 2FA Email and Administrator Welcome Email.
Administrator can modify them if needed.
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13. Billing
13.1 Bill Info
Administrator can go to Billing > Bill Info to view company basic info.

13.2. Plan List
Administrators can go to Plan List page by Billing > Plan List. There are different payment plans for 2FA, and administrator can
select a desired one.

Select or modify a plan for your company by clicking the drop-down list of Select Plan at the bottom of page.
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Users are also required to pay for the SMS and Call fee. Click View charging details to view SMS and Call payment info.

13.3 Balance Recharge
Go to Balance Recharge page by clicking Billing > Balance Recharge, and user can view Account Balance and recharge. There
are three recharge amounts, i.e. 5000RMB, 2000RMB and 10000RMB, and the Payment Method can be WeChat Pay or China
UnionPay Online Payment.

13.4 Recharge Records
Administrators can view all recharge records by Billing > Recharge Records. Enter or select certain Creation Time to view the
records within the specified time.

Select a desired recharge record and click View button to view the details. There will be a Continue Payment button at the right
up corner of the details page if the recharge status is Pending.
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On the detail page of recharge record whose status is Paid, click Preview button at the upper right corner to view the Recharge
Amount and Current Balance. Click Print button at the right bottom to print it.

13.5 Monthly Statement
User can view the company monthly statement by Billing > Monthly Statement.

Click View button to view the monthly statement details. Click Preview button to display charging details for the monthly
statement.
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Click Print button to print it.
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14. Client App 2FA Authentication
14.1 Push Login Message
SecurLogin client app user can click Confirm of the push login message to complete 2FA authentication upon successful
installation of SecurLogin mobile app.
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14.2 OTP by Virtual Token
Upon complete first factor authentication, to use virtual token of SecurLogin to complete 2FA authentication, user need to click
the token of SecurLogin mobile app, enter the code to target app/system. User can use virtual token to generate new OTP any
time when needed, and it can work without Internet. 
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