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1. Preface

1.1 Purpose

SecurlLogin enterprise user guide includes functions instruction of SecurLogin enterprise administrator user account, and some
enterprise user working flow or operations.

To apply 2FA authentication methods to enterprise users for login to target apps, enterprise administrator has to create desired
target app under Applications, and to integrate the target app with SecurLogin using the application key and secure key from the
created target app of SecurlLogin.

1.2 Terms

2FA: Second Factor Authentication.

Protect an Application: To add 2FA authentication for an application.

Application Key: A key used for generation of signature’s password, and the signature is used when the third-party calls
SecurlLogin.

Secure Key: A key used for generation of signature’s password, and the signature is used when the third-party calls SecurLogin.

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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2. Overview

Today, password alone is no longer sufficient to guard against unauthorized access to companies' network and applications. To
address this security challenge, SecurlLogin offers real time Second Factor Authentication (2FA) service on the Cloud to help
companies to deploy 2FA solution rapidly across their organization to strengthen their login process.

SecurLogin supports multiple 2FA login methods to protect and assure users' digital identity:

1)  Instant authorization login via mobile push notification

2)  One Time Password via SMS/ email

3)  One Time Password via mobile token software

4)  One Time Password via telephone call

5)  One Time Password via hardware token

6)  Facial authentication via mobile devices

Protecting your users and your company's digital assets, SecurlLogin is your 2FA login solution.

Function Models

Model Functions

Dashboard Devices Overview
World Map
Authentication Log

Polices User Policy

Network Policy

Authentication Log

Applications SDK Application

VPN Application
User Store User Store Management
Users Users

New User

Import Users
2FA Devices 2FA Device Management
Groups Group Management
Administrators Administrator Management
Settings General

Email Templates
Billing Billing Info

Plan List

Recharge Balance

Recharge Record

Monthly Statement

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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3. Enterprise User Registration & Login

Open a browser and visit the SecurLogin website (English: www.securlogin.com, Chinese: cn.securlogin.com). Click the Login
button that on the top right or next to the mobile image to go to login page.

@ Secu rLOg in HONE  PRODICTION FEATURE  DEVELOPER DOCTNERT  DOVALOAD APP  CONTACT INFO  LOCIR

SECURLOGIN

Trust Without Boundaries

Protect your applications with our strong
authentication solution in the Cloud.

SecurLogin

PRODUCTION

Enterprise administrator account login page:

Sign In To SecurLogin

& Haven't set password? Or forgot your
password?

Log In And Confirm Your Identity

Don't have an account? Registration

Enterprise administrator account registration flow: click the Registration button as shown at above image, fill the required info; the
system will send an activation email to the email address filled by user; user set password, and download a token.

Sign Up to SecurlLogin

Get Your SecurLogin Account

- ehone
-Please select-  ~

-Please select-

By signing up I agree to the "SecurLogin
Terms of Us

>> Swipe to Verify

Already have account? Sign In

Copyright © 2021, i-Sprint Innovations. All rights reserved. 7
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Sign Up to

Get Your SecurLogin Account

] O 0

Step 1 step 2 Step 3

Set password

Email Address

testo02@test.cn

First Name Last Name
test002 test002
Password

Password 4 to 20 characters (contains at least one
digit), case sensitive

i-Sprint Innovations © 2016

the Cloud te help companies to depl
2FA tion rapidly across their

organization te strengthen their login
s. In addi fy by user

name and pas:
requires ident

or email.
n is a best authen
ri0S or Android de
Android d

SKIP THIS STEP
1. Launch the app s
phone and searc
Install the app.

2. Or dick the
download mobile app.

% esion

3. Launch SecurLogin, tap "Add
nt", and then tap "Scan Q
o scan the

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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4. Dashboard

4.1 Devices Overview

Upon successful login, administrator user can view the info relative to enterprise account, such as user quantity, device quantity,
etc.

S — [ J—
Navigatior Dashboard
7 Welcome to SecurLogin!
@ Dashboard
Q@ Policies 273 'l 255 Q 5 .. 0
@ appicatons  E Users g 2FA Devices Applications 0o Rooted Device Q
L User Store

DEVICES OVERVIEW
& users [ 273 | ®Androd  ®i0S Android 4 14%

—
O 2raDevices [EEER

Android 5 14%
2 Groups a ——
0, Administrators Android 6 4200

- ——

@ Settings

ios 10 35%

4.2 Authentication World Map

The successful authentication locations will be displayed on the World Map (within last 24 hours only).

@ SecurLogin = @lspnnl[dengyuanping]
Navigation
WORLD MAP  LAST 24 HOURS e - X
i Dashboard
Q  Ppolicies

L]
& Applications [ o ]

2 userstore 10 ]
& users [273 |
O zraDevices [EEER
& Groups a
L Administrators  [ET)

& settings

4.3 Authentication Log

Authentication log is for normal users only; and it excludes administrator logs. It includes login time, application name, device

Navigatior 0
@ Dashboard - K ,
Q@ Ppolicies '. B "'&"‘j: .
© appicators (@ N ‘/"’5 "’ S
9-’, A
& Userstore ’.g...y'g’ “’%7
& users 273 ] ._ Iy
v
O 2FaDevices [EER ﬁ
A Groups a
& Administrators  [ET
@ settings AUTHENTICATION LOG  LAST 24 HOURS

) When User Application Name Result Device 2FA Method

No matching records found

i-Sprint Innovations © 2017
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5. Polices

Policies includes different login polices info, such as status. Polices are applied to groups to control the login of group members,
such as available 2FA methods.

S [ JE—

- Policies
avigatior 3 + Add Policy
Policy Management

@ Dashboard

Q Ppolicies Policy Assigned Application Edit

Default Policy wpnApp, test01_vpn, ff, testnn, BOSS System, Citrixilf, aaaa 7 Edit
& Applications a

= == 7 Edit
A UsersStore [ 10 ]

999 DemoApp /7 Edit

& users [ 273 ] w001
0 2rapevices ([EXZD
Groups
8 Administrators [T

4 edit

=

o

& settings

i-Sprint Innovations © 2017

Click +Add Policy button, and select Add Blank Policy or Copy Policy; Copy Policy means user need to select a policy from Copy
from existing policy drop down list.

Copy from existing policy

Default Policy

Add Blank Policy  [eVETEY

5.1User Policy

User Policy is composed by New User Restriction, User Location Restriction and Time Restriction. User Policy can be used to
determine second authentication for login is needed or not, or deny access.

-~ [ [—

Edit Policy
Policy Management | Default Policy

Navigatior

@ Dashboard

Q  Policies User Policy
New User Restriction*
S Applications B
@ Require 2FA Registration - Require unregistered users to register via self-service
A userstore Allow access without 2FA - Require unregistered users to bypass two-factor authentication
Deny access - Deny two-factor authentication to unregistered users
& users 273 This controls the action after an unregistered user has completed the primary authentication
User Location Restriction
O 2FADevices [
Country Action
A Groups a
China , Unknown -~ Require two-factor authentication -

2. Administrators

Time Restriction
& Settings

Time Zone Month Day Week Start Time End Time Action

Copyright © 2021, i-Sprint Innovations. All rights reserved. 10
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5.2 Network Policy

Network Policy determine the network arrange that user can login from by setting up valid IPs.

@ SecurlLogin = @ iSprint[dengyuanping]
Network Policy
1P Restriction
@ Dashboard
pid Action
Q  Policies
172.16.10.12 - 172.16.10.107 Require two-factor authentication
& appleations (B
172.16.10.189 - Require two-factor authentication

2 usersore  [ED

& users

5.3 Authentication Restrictions-This controls the usage of the 2FA Methods

Authentication Restrictions includes 2FA Method Supported, Push Notification Login via SecurLogin Mobile App, Device Status
Required to Support Push Notification Login and Device Encryption Status Required to Support Push Notification Login. Check
the options below 2FA Method Supported, and client App user can select from the checked methods to complete login to the
app that the policy is applied to. The other 3 settings are about SecurLogin Mobile App push login, and they determine the
SecurLogin Mobile App version, 2FA device OS status and device encryptions status.

& Applications a o o }
Authentication Restrictions - This controls the usage of the 2FA Methods.

£ User Store 2FA Method Supported*
p Text Me Call Me
2 Users & push & Text Me B8 calime
@ Token ® ema
O 2FADevices 255 ]

Push Notification Login via SecurLogin Mobile App*

2 Groups
0 Administrat
&  settings
Unknown Status
Device Encryption Status Required to Support Push Notification Login
% No Disk Encryption I8 Unknown Status

i-Sprint Innovations @ 2017

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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6. Applications

The Applications display the enterprise applications that integrated with SecurLogin/assigned groups.

@ Securlogin =

Applications

Application Management

@ Dashboard

O Ppolicies

& Applications [0 ] -
A Userstore 1
& users 2

O 2raDevices [EXEER
Groups
Administrators

Settings

@

°

Application Type

Webpage Plug-in

Webpage Plug-in

Webpage Plug-in

Showing 1 to @ of © rows

i-Sprint Innovations © 2017

Application Name

DemoApp

vpnApp

testo1_vp:

-

testnn

n

BOSS System

CitrixiF

Groups
DemoGroup

DemoGroup,aa

DemoGroup,aa,B#Haa, BOSS Group,testGroup01

BOSS Group

DemoGroup,BOSS Group

DemoGroup

= sornicenayansing)

+ Protect an Application

Edit
7 Edit
7 Edit
7 Edit
7 Edit
7 Edit
7 Edit
7 Edit
7 Edit

7 Edit

Click + Protect an Application as shown above to go to Protect an Application page. User needs to select application type from
API, Radius Protocol Application or Webpage Plug-in, fills required fields, and finally click Save button.

@ SecurlLogin =

Protect an Application

Application Management

@ Dashboard

Q  policies

Basic Application Configurations

S Applications B8
2 usersore  [EO
L users
0 2FADevices [EE
Groups

£, Administrators

&  settings

i-Sprint Innovations © 2017

Protect an Application

Application Type

Application Name*

Application Policy

Groups

API

ApT

Radius Protocol Application

Webpage Plug-in

-Please select-

= sermicengranpina:

User can click Edit button of desired application to edit info, such as groups that can access this app, and reset secure key.
Different type of application’s edit page various accordingly. User can click the Delete Application at the right upper corner to

delete.

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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Application Management Edit Application

Basic Application Configurations

Application Type*® API

Application Name* testnn

Application Policy Default Policy -
Groups DemoGroup, 2a, Haa, BOSS Group, test -

Application Key NmzcmljgcUfQODv8Zob

Secure key Click to view. &Reset Secure Key

Don't write down your secret key or share it

with anyone.

xCancel

Application Management Edit Application

Basic Application Configurations

Application Type® Webpage Plug-in

Application Name* BOSS System

Application Policy Default Policy -
Groups BOSS Group -

Application Key VduxRWUMOjmIUVFQUIL

Secure key Click to view. ZReset Secure Key

Don't write down your secret key or share it
with anyone.

Download Webpage Plug-in

For Radius Protocol Application, SecurLoginProxy need to be installed at the same time. Refer to: SecurLogin Proxy Deployment
Guide - RADIUS Authentication Proxy Service.

For Radius Protocol Application, both two factor authentications will be applicable when Yes Use 1FA Configurations is checked,
and user account and static password will be the IFA factor; Checked method of 2FA Method will be the only authentication factor
when No Don't Use IFA Configuration is checked as below.

Copyright © 2021, i-Sprint Innovations. All rights reserved. 13
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Application Manzgement Edit Application

Basic Application Configurations

Application Type* Radius Protocel Application

Application Name* testll_vpn
Application Policy Default Policy -
Groups -Please s=lect- -
2FA Method* @ Push Token Email Text Me Call Me

Use 1FA Configurations* @ No Don't Use 1FA Configurations

Yes Use 1FA Configurations

Application Key  [jriyMhywzexCkvCrsh

Secure key Click to view.

Don't write down your secret key or share it
with anyone.

Radius Protocol Configurations

Radius Shared Secret* 222

Radius Port* 222

1FA Configurations

AD Address® Idap://172.16.10.10:389

Use SSL* Yes Use SSL
@ No Don't Use S5L

AD Account® citrix12\administrator
AD Password* i-Sprint2011
AD User Id Attribute™ sAMAccountName
AD Search Context™ de=citrix12,dc=com
Backup AD Address Idap: /o000 00
Backup AD Address Using SSL Yes Use S5L

No Don't Use SSL

Backup AD Account
Backup AD Password

Group DN

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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7. User Store

Enterprise users can manage user store info on User Store, i.e. view, add, edit and delete user store.
For User Store, SecurLoginProxy need to be installed at the same time. Refer to: SecurLogin Proxy Deployment Guide - User

Reconciliation Proxy Service.

User Reconciliation Proxy Service:

+ It is a one-way synchronization: it will only be synchronized from the client's user store database to the SecurlLogin server.

» When users deleted manually from client's user database, it won't be synchronized up to SecurlLogin server

» Users deleted manually from the web portal only affects SecurLogin, no user will be deleted from the client's user store
database that was uploaded from the SecurLogin Proxy. SecurLogin Proxy will only synchronize users to SecurLogin
server that was updated from the client's user store database.

@ Securlogin =

User Store
User Store Management
@ Dashboard
Q  Ppolicies
2 spplications D user store Type User store Name
A userstore  [EOD 1 AD store02
oA -
& users 2 store 004
3 oA
O 2rapevices [EXE
4 JDBC storeo1
2 Groups
3 IDBC store 004
£ adi stratc
- ministragers 6 JDBC testIDBCO1
@ settings 7 A0 D10

oracle10

MysQL10

LDAP10

Description

test JDBC 01

ad://172.16.10.10:389

hin:@172.16.10.55:1521:o0rcl

mysql://172.16.10.189:3306 securlogin_syncData

\dap://172.16.10.10:389

<~' ) isprintidengyuanping]

Edit
7 Edit
7 Edit
7 Edit
7 Edit
7 Edit
7 Edit
/ Edit
7 Edit
7 Edit

7 Edit

Click +New User Store on the top right corner to display New User Store page, and select the desired User Store Type: AD,

JDBC or LDAP.

@ Securlogin =

New User Store

User Store Management / New User Store

@ Dashboard
Q  Policies User Store Type*
& Applications [o ] User Store Name*
A usersStore [ 10 ] Description
& users
O 2FaDevices [EEER
& Groups Configuration

DB Type*
2 Administrators

uri*

@ settings

Login ID*

Password*

User

User Table Name*

User UID*

0BC

JDBC

LDAP

MysQL

[ [—

Fill in the fields of the selected user store type, and fields with “*” are required. Note: different user store types may include

different fields that need to be filled as below.

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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New User Store
User Store Management / New User Store
User Store Type*  AD
User Store Name*

Description

Configuration
url*
Use SSL  false

NT Domain*

User Search Filter*  (&(objectClass=user)(!(objectClass=Computer)))

Login ID*
Password*
User
User UID*
User Search Context
user Attributes Mapping* [[Eea
Group

Group DN

Group Attributes Mapping [Egissls

New User Store
User Store Management / New User Store
User Store Type*  JDBC
User Store Name*

Description

Configuration
DB Type*  MysQL
url*
Login ID*
Password*
User
User Table Name*

User UID*

User Attributes Mapping* [

Group
Group Table Name

Group UID

Group Attributes Mapping [Egiid
wconc

i-Sprint Innovations © 2017

New User Store
User Store Management / New User Store
User Store Type*  LDAP
User Store Name*

Description

Configuration
url*
UseSSL  false
NT Domain*
User Search Filter* | (&(objectClass=user){! (objectClass=Computer)))
Login ID*
Password*
User
User Search Context*
User Attributes Mapping* [N
Group

Group DN

Group Attributes Mapping gl
xconcel

i-Sprint Innovaticns © 2017

Click Edit button next to User Attribute Mapping on User to display User Attribute Mapping page. The Attribute pull-down list
includes FirstName, LastName, Email, Phone, etc. Email is required. Fill in Mapped to with desired value.

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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User Attributes Mapping

Attribute Mapped to

FirstName -

FirstName
LastName
Email
Phone
Language
Notes

Attribute

Click Edit button next to Group Attribute Mapping on Group to display Group Attribute Mapping page. The Attribute pull-down list
includes Groupld, GroupName, etc. Fill in Mapped to with desired value.

Group Attributes Mapping

Attribute Mapped to

e

Groupld v
GroupName
Description

2FAControl

Go to User Store page, click Edit button of desired user store type to display Edit User Store page, and modify required info. Click

Save to complete the operation. Click Delete User Store on the top right corner to delete the current user store.

Edit User Store AD 2 screen captures are as below.

Navigation
@ Dashboard

Q Ppolicies

& Applications [}
User store  [ET)
& Users 273
2FA Devices [EEE])
& Groups B
[20]

o

o

2
Administrators

@ Settings

Edit User Store
User Store Management / Edit User Store
User Store Type*
User Store Name*
User Store Key(ID)

Secure key

Description

Configuration

ur*
Use SSL

NT Domain*

User Search Filter*
Login 1D*

Password*

AD
store0?2
WELLMNUH]RbjmOjSrBF
Click to view. DResat Secure Key
Don't write down your secret key or share it with anyene.

Adzz

Idap:/f17.16.10.12:80
false

1dap:172.16.10.189:80

jizec

123

¥ Delete User Store

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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3 Groups [5 ]
Administrators Lo

@ Settings

User
User UID*
User Search Context
User Attributes Mapping*
Group

Group DN

Group Attributes Mapping

i-Sprint Innovations © 2017

Edit User Store JDBC 2 screen captures are as below.

@ Dashboard
Q policies

@ Appications [
User Store
& Users E3a
2FA Devices [EEE])
8 Groups a
5

Administrators

o

Settings

O 2FA Devices B
A Groups (5]
- [0}

Administrators

Settings

Edit User Store

User Store Management | Edit User Store

User Store Type*
User Store Name*
User Store Key(ID)

Secure key

Description

Configuration

DB Type*
url*
Login ID*

Password*

user

User Table Name*
User UID*

User Attributes Mapping*

Group

Group Table Name
Group UID

Group Attributes Mapping

i-Sprint Innovations © 2017

Delete User Store

DBC
store01

65HxQ3MrNgcHr3Ea1 XB

Click to view. Reset Secure Key

Don't

vrite down your secret key or share it with anyone,

store01

MysQL -

Idap://172.16.10.189:3306

store01

store01

store01

store01

store01

store01

dit

Edit User Store LDAP 2 screen captures are as below.

B

Dashboard

policies
Applications  [E])
Userstore [T
& Users [ 273 |
2FA Devices [EEE])
Groups [5 ]
[ 20]

<

=]

L=

Administrators

Settings

Edit User Store

User Store Management | Edit User Store

User Store Type*

User Store Name*

User Store Key(ID)

Secure key

Description

url*

Use SSL

NT Domain*

User Search Filter*

Login ID*

Password*

Delete User Store

Snb3gIxOWZcsvebaZas

Click to view. ZReset Secure Key.

Don't write down your secret key or share it with anyone,

1dap://172.16.10.189:3306
false -

123

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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0 user
Administrators
User Search Context* 123

Settings
User Attributes Mapping* [l

Group

Group DN

Group Attributes Mapping [JRgi=tT3

i-Sprint Innovations © 2017
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8. Users
8.1 Users

All enterprise users are listed on Users > Users. Administrators can search users’ info by User Store Name, User ID, Name, etc.
on Search Criteria as below. Click Delete User on the top right corner to delete one or more users’ info of current page. Click
Batch Import User Data to import users, please refer to 8.3 Import User. Click to select one or more users that need to send
enrollment Email, and click Batch Send Enrollment Email to finish sending.

@ Securlogin =

Users

User Management
@ Dashboard
Q  Policies

Search Criteria

& Applications
A Userstore [T User Store  Intarnal User
& Users User Email
O 2FA Devices B Name
3 Groups
Administrators ——Add to Group—
& Settings User Store Name User 1D

rita

!Q') iSprint[dengyuanping]

User ID

Group

Creation Time

Name

Email

Group

wangrita

Default Group

fedffdsa

asdfasdf

chenjize

-Please select-

Attribute

Creation Time

4i57:11

To assign user to desired group, go to Users > Users, check the desired user, and click -Add-to-Group- as shown below, select
desired group, click Confirm on the prompt message.

@ Securlogin =

@ Dashboard ~—-Add to Group-—-

@ Ppolicies ---Add to Group---
DemoGroup

& Applications B -

2 userstore [ b
80SS Group

& users testGroupol

O 2rFaDevices [EEER

Groups

L Administrators

3

& Settings

Showing 1 to 10 of 273 row:

i-Sprint Innovations © 2017

11697701511

UT4901685936041369

U14889433068828653

U14889430408048564

Name Email Group

Default Group

wangrita 729145014@qg.com

B8O

Demo

Attribute

[ J—

Creation Time

2017-03-31 14:57: 11

2017-03-23 14:39:30

2017-03-22 19:22:22

2017-03-22 15:43: 14

2017-03-13 13:41:33

2017-03-08 16:16:23

2017-03-08 11:22:00

2017-03-08 11:17:22

2017-03-07 16:42:01

2017-03-07 14:40:49

Edit
sEdit
sEdit
/Edit
/Edit
sEdit
sEdit
/Edit
sEdit
sEdit

sEdit

2 3 4 5

Click the Edit button of desired user to go to Edit User page. Then administrator can modify user info (e.g. phone number), or
Send Enrollment Email to user by clicking the button at the right upper corner of page. From the Phone section, administrators
can click +Add Phone or Delete to add or delete users’ phone number. The new added phone number will be Unauthorized, so
user needs to click To be authorized to enroll the phone number according by following the steps from enrollment email. Phone
numbers can be used for 2FA authentication only upon successful enroliment.

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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@ SecurlLogin = (4' D isprint[dengyuanping]

Edit User B4Send Enroliment Email | W Delete User

User Management / Edit User

@ Dashboard
Policies User ID* U14902511697701511 Group BOSS Group
& Applications B First Name* fdsa Last Name* fsdf
& userstore [ 10] Email Address*  afdsar@fdsaf.fds Language* Chinese
& Users Status  SecurLogin App not in use Send Token Download Link
Notes
O 2FADevices [EEER
& Groups
7

£ Administrators
& settings

Phone +Add Phone

This phone number is used to receive the verification code for second-factor authentication
®m Phone Status Delete

1 +8613211111111 Unauthorized To be authorized

2 +86135555 ed To be authorized

8.2 New User

Clicking Users > New User, or clicking the +New User at the right upper corner of Users page to display New User page.
Administrator can fill user info and click Save to create a user manually.

@ Securlogin = ispnnl[dengyuanplng]
New User
User Management / New User
@ Dashboard
Q  Policies User ID* Group  -Please select-

Please keep the userID to be the same as userlD in application.
& Applications [0 ]

First Name* Last Name*
2 User store

N Email Address* Language*  -please salect-
Users
The email address cannot be changed after saving.

O 2raDevices [EE

Notes
A Groups

£ Administrators 4
@ settings

i-Sprint Innovations © 2017

8.3 Import User

Clicking Users > Import Users to go to Import Users page. Click Download Template, and fill the desired user info, and click
Save. Back to this page, and click Please select... to located filled template file, and click Upload. The system will send
registration email if user checks Send Enrollment Email at the same time next to Upload button. Remark: please create the
group inside SecurlLogin, and the fill the created group name on the template. The import will be failed if there no such group in
SecurlLogin.
@ Securlogin = |Spnnl[dengyuanplng]
Import Users

Users | Import Users
@ Dashboard

©

Policies

Download Template

11]

Applications

~ UsersStore [ 10 ] User Data in CSV* Please select...
& users #upload Send Enroliment Email at the same time

0 oravevices [EEE
Groups
Administrators

Settings

&

i-Sprint Innovations @ 2017
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The import result will display upon running the import task, and it includes successful imported user list, failure list and reason.
@ Securlogin = lSpnnt[dengvuaang]
Import Users

Users | Import Users
] Dashboard

s}

Policies
Download Template
& Applications [0 ]

& users [ 273 | Send Enroliment Email at the same time
O 2rapevices  [EXED
& Groups [5 ]

SUCCESSFUL IMPORT LIST
O Administrators [T
& settings User ID First Name Last Name Email

No matching records found

IMPORT FAILED LIST

User ID First Name Last Name Email Cause of Failure

No matching records found
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9. 2FA Devices

Administrator can view all enterprise user devices info upon user installed SecurLogin mobile app and download a token, such as
Platform, Model and Security Warnings info.

@ SecurlLogin = !

2FA Devices

2FA Device Management

isprint[dengyuanping]

@ Dashboard

Jailbroken
& Applications a -Please select- - Device Platform Model Security Warnings
A UserStore [ 10 ] 000192acd4csdf7e Android Xiaomi-MI 4LTE Not Jailbroken

108 2e8f10c8bSSbbbac Android Not Jailbroken

& users

Sailbroken 3f1331e3f4fL057 Android Not Jailbroken
0 2rapevices [EE -Please select- - 52024a30b408fd8c Android Not Jailbroken
N SB277BAE-FFCC-481A-BBEC-F78962D6E979 ios iPhone 6 Plus Not Jailbroken
A Groups

6994dcaaaerdc Android HONOR-PLK-AL10 Not Jailbroken

Administrators 64E661 1E-8345-46E8-93CF-BEFA44E72E2D ios iPhone 7 Not Jailbroken
& 7083e5c4299959c7 Android Huawei-HUAWEI MT2-L05 Not Jailbroken
& settings
84502DFB-7EB3-455E-BSED-9ACSDEF60007 ios iPads, 1 Not Jailbroken
a78dbc7702f57037 Android samsung-SM-N9100 Not Jailbroken
Showing 1 to 10 of 255 rows recams per page €| < 23 4 5 >

i-Sprint Innovations © 2017

Click a device ID that has platform, model, and security warning info on Device to view device info.
@ Securlogin = |Sprinl[dengyuanpmg]

Device Info
2FA Device Management 000192acd4c8df7e

@ Dashboard

Policies g)}

©

&= Applications a

A Userstore [ 10] .

A users Xiaomi-MI 4LTE "/ E \\‘ Android
O 2rapevices [ -

Groups

Administrators

& Settings

i-Sprint Innovations @© 2017

Click a phone number that does not have platform etc. from Device to view associated users’ info. Click icon to attach a user,
i.e. assign this phone number for more users to use; users can use the new phone number upon successful enroliment.
@ Securlogin = lSprint[dengvuanpmg]

Device Info
2FA Device Management / +8610086
@ Dashboard

Q  Ppolicies Frommy g’l
& Applications
7 User store (10
& users

O 2rapevices [EEE)

Groups

Gommy

gl Htommy gl Attach a user o

Administrators

@ settings

i-Sprint Innovations © 2017
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10. Groups
10.1 Groups

Click Groups to view all the groups.

@ Securlogin

Groups
Group Management
@ Dashboard
Q  policies
& Applications a m User Store
A userstore m 1
2
& users (273 ]
3
O 2FaDevices [EED
4
2 Groups [5 ]
5

8 Administrators  [EX)

Showing 1 to 5 of 5 rows

Settings

&

i-Sprint Innovations © 2017

Group UUTD

0d6f20b6-2505-4156-8ee2-08657e1b33bc

e58fa129-0db7-4d21-98f0-a33e4e2b5349

c8cd0cfd-1ecd-d6ee-a79d-304255F3dc15

1dcde062-afbe-4d37-b1e6-758cb1b95ed0

6dee389b-5dc0-41f9-976c-a62bc497d38e

Group Name
DemoGroup
aa

BrHaa

BOSS Group

testGroupol

Description

FiFBos:

testGroup0l

2FA Control

By Pass

Activated

Activated

Activated

Activated

Click the Edit button of desired group to modify the group login policy or delete the group.

@ SecurlLogin

Edit Group

Group Management / Edit Group

@ Dashboard

Policies

S}

& Applications

I

User Store

[

Users

O 2FA Devices

Groups

8, administrators  [ET

@

Settings

i

Users

Group UUID  9d6f20b6-2595-4156-8e2-98657e1b33bc

Group Name*

Description

2FA Control *

DemoGroup

Activated

® 5y pass

Disabled

This 2FA control applies to all of the users in this group.

rint[dengyuanpi

+ Add Group

Edit
7 Edit
/7 Edit
7 Edit
7 Edit

7 Edit

iSprint{dengyuanping]

¥ Delete Group

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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11. Administrators

The Administrators page displays all the enterprise administrator info.

@ Securlogin

Sprint[dengyuanping]

Administrators
Administrator Management

@ Dashboard

= Applications B ™ [Nase) Phone Email Eoli
£ UserStore [ 10 ] 1 usertest +86 13711798767 jiae.chen@axbsec.com Edit
+ @cc.com .
& users [273 ] 2 cece 12324 cc@ce.com 2 Edit
3 chenjiancong +123424 jiancong.chen@axbsec.com 7 Edit
O 2FaDevices [EXER
4 2zzafadsfezz +143563 fdsafawf@dsafafdsa.zzzz 7 Edit
2 Groups a
5 aaaas +1123131 2a8@aa.com J Edit
£ administrators  [ET) o afasdfdasdf +12342 fafdaf@fdsaf.csfsda # Edit
@ settings 7 afwaffsaf +123423 fdsafasfsa@fdasf.dfasf 2 Edit
8 fedafsa +863242 sfdaf@fdasfa.feda 2 Edit
o AJohn +86100010 JohnA@dd.com o, Edit
10 dengyuanping +8613631293942 yuanping.deng@axbsec.com S Edit

Showing 1 to 10 of 10 rows

Click the Edit button of desired administrator to modify info or delete it.
To create an administrator, click the + New Administrator at the top right corner, fill the required fields, and click Save finally.

@ Securlogin

rint[dengyuanping]

New Administrator
Administrator Management New Administrator
2l Dashboard

Email Address* £

@ Ppolicies Email Address
The email address cannot be changed after saving
& Applications
Name*  Fist Name L
" Userstore
Phone*  g- Phone
ES

This phone number is used for second-factor authentication. It

o can be modified.
2FA Devices

Language*  _paase select- M
Groups

Role* Owner

a

[ 0]

Users [ 273 |
[255]

a

(0]

£ Administrators

@ settings

Administrator

Application Manager

User Manager
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12. Settings
12.1 General

Administrator can add enterprise logo by Settings > General. Click Please select... button, locate desired logo in PNG format,

and click Open. The logo will display at the top right corner.

@ Securlogin =

ARSI huangyonglu]

Settings
Global Settings
@ Dashboard
Q Policies General
© Applications
2 User store
2 users

O 2FA Devices

3 Groups

[

2 Administrators (3

@ settings

& logo.jpg
Billing

fi Remove @ Upload |V Browse -

12.2 Email Templates

Below the General setting, there are email templates, i.e. Enroliment Email, 2FA Email and Administrator Welcome Email.

Administrator can modify them if needed.

@ SecurLogin =

Enrollment Email

@ Dashboard

Subject*

9 policies

Message*

9 Applications  [E]
2 User Store
A users

B 2Fa [ 255 |

Devices
2 Groups

a 2FA Email
Administrators

© Ssettings Subject*

Message*

Administrator Welcome Email

Subject*

isprint{dengyuanping]

Change Language English +

SecurLogin Enrollment

Tips - User Name:{03}, i0S app download link:{1}, Android app download link:{2}, Enrollment Link:{3}
oA A DIl TEEEEaSmY

The Securlogin Team

Change Language English +
SecurLogin Two-factor Authentication Verification Code
Tips - User Name:{03, Verification Code:{1}
AR BIUCERSEEasmY
Dear {03,
Welcome to use Securlogin for your two-factor authentication. Your login code
{1},
Change Language English ~

SecurLogin Administrator Enrollment

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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13. Billing
13.1 Bill Info

Administrator can go to Billing > Bill Info to view company basic info.

Securlogin anxunben[huangyonglu]

Bill Info

Billing / Bill Info

Navigation

@ Dashboard

Q policies Company Name  anxunben
8 Applications (8 Email Address*  yonglu.huang@axbsec.com Phone* @~ 15519472288
. All the bill, recharge emals will be sent to the email address.
2 User store o
2 users o Language*  Chinese v
8 apeices 3 FirstName*  yonglu LastName*  huang
A Groups o Address
L Administrators a Country Country - Zip Code
@ settings cancel
1 siling
Bill Info
Plan List

Balance Recharge
Recharge Records

Monthly Statement

13.2. Plan List

Administrators can go to Plan List page by Billing > Plan List. There are different payment plans for 2FA, and administrator can
select a desired one.

@ Securlogin uangyonglu]

Plan List
Billing / Plan List

3 Dashboard
Q Policies - .
Personal Business Enterprise
& Applications a RMBY0.00 per user per month RMBY3.00 per user per month RMBY7.00 per user per month
2 user store ]
Strong Authentication supports Strong Authentication supports; Strong Authentication supports:
2 users 56 ]
2 systems 6 systems 15 systems

B 2FA Devices a 2 ¢ 2
A Groups a 10 user accounts and their user directory integration. and their user directory integration.

Administrators
. o and 50 S + telephone calls
& settings
) silling

Bill Info

Plan List

Platform Pay per use

Balance Recharge

RMBY10.00 per user per month RMBY0.10 per auth

Recharge Records

Monthly Statement
Strong Authentication supports: Payment amount is based on

40 systems successful authentication counts.

and their user directory Integration.

Select or modify a plan for your company by clicking the drop-down list of Select Plan at the bottom of page.

@ Securlogin

Platform Pay per use

RMBY10.00 per user per month RMBY0.10 per auth

Dashboard
Strong Authentication supports: Payment amount is based on
Policies

40 systems successful auther

cation counts,

D ©

Applications

o

) User Store

and their user directory integration.

[i= Y

2FA Devices

2 Groups

a
a
Users m
a
a
a

=]

Administrators

@

Settings

=)

Billing ¥ current Plan $ Balance W Next Plan
Bill Info Pay per use RMB¥ 999999996.00 Recharge Pay per use

Auth Count per month: 40 Auth Count per month: 40
Plan List

Balance Recharge
Recharge Records Select Plan -please select- .

Monthly Statement Additior

nal Fees:SMS, Call(Charge per time) {View charging details)

iy Plan
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Users are also required to pay for the SMS and Call fee. Click View charging details to view SMS and Call payment info.

Charge details

singapore

RMB¥1.353 RMB¥0.303

er VOIC

13.3 Balance Recharge

Go to Balance Recharge page by clicking Billing > Balance Recharge, and user can view Account Balance and recharge. There
are three recharge amounts, i.e. 5000RMB, 2000RMB and 10000RMB, and the Payment Method can be WeChat Pay or China
UnionPay Online Payment.

@ Securlogin @sﬁﬁtaama[mmngwnmu]

@
Q
=]

Balance Recharge

Billing / Balance Recharge

Dashboard

Policies Account Balance  RMB¥ 999999996.00

Applications
Recharge Amount S00RMB (1)2000RMB @ 10000RMB

b=

L User Store

Payment Method O 22

Do

Confirm Payment

o

2FA Devices

A Groups

a
a
Users 16 |
a
a
a

o

) Administrators
@ settings

0 siling

Bill Info

Plan List
Balance Recharge
Recharge Records

Monthly Statement

13.4 Recharge Records

Administrators can view all recharge records by Billing > Recharge Records. Enter or select certain Creation Time to view the
records within the specified time.

@ Securlogin - @?ﬂt%ﬁﬂl;;]muangvangmj

@
Q
2

Recharge Records

Billing / Recharge Records

Dashboard

Applications [l
Users. m Trade No Amount Recharge Method Status Creation Time View

User store

o

T201801301046266192 RMB¥1000.00 Union Pay pending 2018-01-30 10:46:26 Bview

o

2FA Devices

T201801081448411409 RMBY1.00 WeiXin paid 2018-01-08 14:48:41 Bview
A& Groups

[SY

L Administrators Showing 1 to 2 of 2 rows

&

Settings
0 siling

Bill Info

Plan List

Balance Recharge
Recharge Records

Monthly Statement

Select a desired recharge record and click View button to view the details. There will be a Continue Payment button at the right
up corner of the details page if the recharge status is Pending.
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@ Securlogin = = =wmaaimuangyongian

Recharge Records
Biling / Recharge Records / Recharge Record Detail
Dashboard

Trade No  T201801081448411409 Amount  RMBY 1.00

@
Q  Policies
=]

Applications
Recharge Method  WeiXin Status  paid

A user store
Recharge Time  2018-01-08 14:49:13

o

2FA Devices

Groups

»

a
a
& users m
a
a
a

Administrators

@

Settings
 siling

8ill Info

Plan List

Balance Recharge
Recharge Records

Monthly Statement

On the detail page of recharge record whose status is Paid, click Preview button at the upper right corner to view the Recharge
Amount and Current Balance. Click Print button at the right bottom to print it.

-Sprint

Tenant SRFFAMAR) has successfully topip RMB¥ 1.00 n 2018-01-08 14:49:13
Trade No Recharged Amount Current Balance

T201801081448411409 RMBX 1.00 RMBY 999999996.00

int Website: http://www. Hotline: +65 6244 3000

Print  Confirm

13.5 Monthly Statement

User can view the company monthly statement by Billing > Monthly Statement.

@ SecurlLogin

Monthly Statement
Billing / Monthly Statement List

Navigation

@ Dashboard

Q Polices Month Start Time End Time Total Amount status View
& Applications 2018-01 2018-01-10 2018-01-31 RMBY 4.00 Paid Sview
AL User Store

& users

O 2 Devices

2 Groups

£, Administrators
@ settings
0 siling
Bl Info
Plan List
Balance Recharge
Recharge Records

Monthly Statement

Click View button to view the monthly statement details. Click Preview button to display charging details for the monthly
statement.
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@ SecurLogin

RmaaIhuangyonglu]

Monthly Statement
Billing / Monthly Statement List / Monthly Statement

Navigation

@ Dashboard

Q  Policies Month  2018-01
& Applications
2 userstore a plan Pay per use Start Time 2018-01-10 £nd Time 20180131
Total Amount RMBY 4.00 status Paid Trade No R201601101058595917
& users m
Ttem Count Amount
8 2aDevices @
Upgrade Plan - RMBY 0.20
2 Groups a Upgrade Plan RMBY 0.20
g
2 administrators (23 Upgrade Plan - RMBY 3.60
@ settings
Back
a1 silling
Bl Info
Plan List

Balance Recharge
Recharge Records

Monthly Statement

Click Print button to print it.

j-Sprint

SMBFHMAT's monthly statement of 2018-01 (2018-01-10~2018-01-31) statement s as
follow.

Total Amount RMBY 4.00
Plan Pay per use
Status Paid

Trade No 01058595917

Item Count Amount
Uporade plan - RMBX 0.20
Upgrade plan RMEX 0.20
Uporade plan RMBX 3.60

Total Amount RMBY 4.00

I-Sprint Website: https//www.i-sprint.com/  Hotline: +65 6244 3900

have any questions regarding your elnovice, please call us on +65 6244 3900 or emal Lill@:

DISCLAIMER:
message is intended only for the individual named. If you are not the intends
disseminate, distrbute, tor, print, copy or deliver this message.

o bil@i-zprint com,

Print  Confirm
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14. Client App 2FA Authentication
14.1 Push Login Message

SecurlLogin client app user can click Confirm of the push login message to complete 2FA authentication upon successful
installation of SecurLogin mobile app.

Copyright © 2021, i-Sprint Innovations. All rights reserved.
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No SIM = 15:06 @ 7 38%®m )4

Login

Login Time: 2018-01-30 15:05:50
User: demoUser
Application: Demo Application

Location: China

®

Close

14.2 OTP by Virtual Token

Upon complete first factor authentication, to use virtual token of SecurLogin to complete 2FA authentication, user need to click
the token of SecurLogin mobile app, enter the code to target app/system. User can use virtual token to generate new OTP any
time when needed, and it can work without Internet.
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@ v 38%®m )4

®

The OTP will be refreshed after 19 seconds.

SecurlLogin Supports

2FA authentication for various VPN devices, web apps

and local apps.

Register a SecurlLogin enterprise account now
to protect your assets and users securely.

N
0 Co

Token Apps History Me
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